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Do you trust these defensive mechanisms?
• Anti-Malware Solution
• Stateful Firewalls
• SPAM Filters
• Information Security Policy
• People

But are they effective??
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Malware - Definition

Malware is an abbreviated term meaning “malicious software.” This is software
that is specifically designed to gain access or damage a computer without the
knowledge of the owner. There are various types of malware including spyware,
keyloggers, true viruses, worms, or any type of malicious code that infiltrates a
computer.
Source: Norton / Symantec Corporation
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Malware Handling
• It is typical that malware incidents create havoc within an organization
• Automation in malware speeds-up the propagation
• CSIRT teams take too much time to deploy and become affective

• C&C start almost immediately receiving data from the malware about the target victim
• How can we organize ourselves better to improve our response time?

6 primary reasons why to undertake malware analysis…
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1) Alert-to-Host-to-User identification
• In a dynamic environment, IP-to-host assignments largely depend on a number of factors
such as the DHCP server(s) and DHCP leases, port changes and host restarts, to name a few.
• It is significant to be able to identify a host and its owner as soon as the malware infection
occurs. This allows the ability to track and directly approach the infected machine for
remediation.
• Dissecting the various types of logs generated by different types of network appliances can
also be challenging. Even though the logs are related, unfortunately, the relation among
them are not directly inferred or easily tracked, especially in a dynamic environment.

• Other limiting factors may also include separations of duties, where an analyst may need to
access certain appliance logs but by virtue of the job duties and ownership, the access may be
not feasible.
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2) Prioritising malware infection incidents
• One of the major tasks the security analyst performs is to prioritize events generated by the
IDS. The same should also apply to malware infections.
• This is driven by facts that not all malware specimens are the same nor they behave in the
same manner.
• Most importantly, the impact imposed by different malware types may require certain
response time frames and procedures. Such prioritization should also be inherited by the
actions performed during the response.
• For instance, CryptoLocker malware may be downloaded within twenty-four hours after the
initial infection (Baykal, 2013). Since Cryptolocker can lead to data and productivity loss,
instance response driven by the contextual knowledge can have a vital role in crippling the
malware from downloading the encryption keys, hence failing to encrypt files on the system.
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3) Determining initial response upon which further analysis is
required
• Prioritizing infection incidents can help the analyst make informed response decisions.
• Essentially, the existence of predefined and instant knowledge about the malware and its
behaviours can greatly improve the response process.
• The knowledge also contains steps and tools that can be used for disinfection.
• Having this information in hand at the time of infection not only helps the analyst quickly
and specifically address the infection, but also reduces the risk of the malware damages, as
well as the negative productivity impact on end users.
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4) Isolating host(s) infected with serious malware
• Certain malware specimens may exhibit behaviours that can impact business continuity and
assets. Such types of malware require immediate containment before further consequences
occur.
• Considering Cryptolocker example again, the ability to dynamically isolate the infected host
as soon as an alert is generated to an isolated network segment with no internet access may
prevent CryptoLocker from contacting its Command and Control (C&C) servers, thus
preventing the malware from obtaining the encryption keys.
• Consider also hosts acting as spambots due to infections with malware such as kelihos. If not
contained appropriately, it may lead to IP blacklisting of the affected organization due to the
mass sending of spam emails from the infected hosts.
• Instantly and dynamically isolating such infections is crucial to business continuity due the
damages imposed by the malware.
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5) Bridging the gaps between helpdesk teams and security teams
• In general, helpdesk teams are considered the frontline when it comes to end-users reporting
technical complaints.
• Such issues may be caused by a malware infection preventing an end user from performing
business functions.

• In this case, the helpdesk team may need to be armed with basic response skills to aid the
security team in combatting malware, and at the same time, respond to end-users inquiries.
• This need is particularly evident when a malware infection outbreak is in place. Achieving a
seamless response skills sharing without overloading helpdesk teams is important. The
existence of pre-correlated knowledgebase can facilitate skills sharing.
• In other words, the helpdesk team will not have to spend the time and efforts hunting down
the infected machine and then research eradication techniques. Instead, the knowledge to fix
the problem is already shared.
• Similarly, the security team can allocate the time saved into analysing other incidents or
continue building and improving the knowledgebase.
PwC

6) Minimizing the impact on business continuity and end-users
• Malware incidents can prove to be disruptive to business operations.
• The time taken to analyse the incident, determine appropriate response and containment
actions, and eventually recover operations to its fully operational state can be costly.
• This effect also extends to individual end users. Malware infections can be frustrating,
especially for none tech-savvy employees when infections prevent them from operating
routinely.
• The ultimate goal of early detection and response is to minimize such disruptions for both,
the business and end-users alike.
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Malware examinations methods

• Static Analysis
• Dynamic Analysis
• Network Analysis

• Process Analysis
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Conclusion

• Malware is the world’s most technologically advanced and effective cyberweapon.
• The fusion of various different types of malware create unique software which
apart from being declared as Zero-Day, also are extremely difficult to analyse.
• Reverse engineering comes in various forms and methods. It’s imperative to

have skilled personnel who know and understand malware at your reach,
which can undertake reverse-engineering practices for you.
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