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Agenda

ÅWhat is IoT?

Å IoT Contexts, Objectives, Capabilities & Trends

ÅAttacks on IoT

ÅDemo & How hackers own our IoTs?

Å IoT Security

ÅWhat can be done?

ÅWhat is being done?



Contexts, Objectives, Capabilities & 
Trends

Å IoTs were created to improve the quality of our lives, 
and improve efficiency and productivity.

ÅòSmartò devices arenôt usually smart ïtheyôre usually 
dumb ïbut still connected.

ï That means the intelligence is elsewhere. Who controls it?

Å Nowadays, a fitness tracker might personally identify 
military/intelligence staff.

Å Research shows that IoT is growing both in numbers 
and in money generation, while also getting cheaper.



IoT capabilities

Å Source:https://www.postscapes.com/iot-sensors-actuators/

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
https://www.postscapes.com/iot-sensors-actuators/


Meanwhile, they are getting cheaperé

Å Source: Microsoft, 2019 Manufacturing Trends Report



Å McKinsey & Company

Generating $$$$$$



ÅAs more and more 
devices are 
connected, privacy 
and security risks 
increase.
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IoT Attacks & Security

Å Reviewed multiple noteworthy attacks that occurred 
during the last few years

ï Jeep, Mirai botnet, Brickerbot , etc.

Å Demonstrated ease of performing an attack on an IoT 
device

Å Performed a SWOT analysis on IoT Security



Recon: Shodan Search

ÅThe search engine for the Internet of Things

ÅShodan crawls the entire Internet at least once a 
month

ÅNumber of filters such as: city, country, geo, 
hostname, net, os, port, etc.



RTSP

ÅRTSP - Real Time Streaming Protocol 

ÅShodan Search

ïport:"554" country:"MT ñ

ïExport results



Exploit: Cameradar

ÅCameradar - An RTSP stream access tool that 
comes with its library

Åhttps://github.com/Ullaakut/cameradar

https://github.com/Ullaakut/cameradar


IoT Hacks Wiki

Åhttps://www.exploitee.rs/

https://www.exploitee.rs/


Outward Security

Focus on potential harms that compromised 

devices and systems can inflict on the 

Internet and other users.

Inward Security

Focus on potential harms to the health, 

safety, and privacy of device users and their 

property stemming from compromised IoT 

devices and systems.

IoT Security - Views



What can be done & is being done?

ÅDiscussed a number of real life case studies 
related to common pitfall in IoT ïand their 
countermeasures

ÅReviewed multiple Frameworks ensuring best 
practices across the supply chain and discussed 
possible regulations.



Using Weak or Broken Ciphers ïKey Fob 
Cloning Attack Example

Å In 2017, researchers from 
KU Leuven University in 
Belgium were able to break 
DST40, which is a 40 -bit 
cipher used in the early 
Tesla Model S key fobs

Å An attacker can unlock the 
doors and start the car (and 
drive away)

Å Tesla has since patched the 
issue


