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Agenda

A What is l0T?

A 10T Contexts, Objectives, Capabilities & Trends
A Attacks on loT

A Demo & How hackers own our 10Ts?

A 10T Security

A What can be done?

A What is being done?



Contexts, Objectives, Capabillities &
Trends

A 1oTs were created to improve the quality of our lives,
and improve efficiency and productivity.

AodSmarto devices arendhevydual Uy
dumb 1 but still connected.
I That means the intelligence is elsewhere. Who controls it?

A Nowadays, a fithess tracker might personally identify
military/intelligence staff.

A Research shows that loT is growing both in numbers
and in money generation, while also getting cheaper.



loT capabillities
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https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
https://www.postscapes.com/iot-sensors-actuators/

Meanwhi |l e, they are gett

As the price of loT sensors falls, use is expected to increase
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A" Source: Microsoft, 2019 Manufacturing Trends Report



Generating $$$$$%

Factories
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A McKinsey & Company



As more and more
devices are
connected, privacy
and security risks
Increase.
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The JOY of Tech. by Nitrozac & Snaggy

The Internet of ransomware things...

ON STRIKE
UNTIL YOU
SEND MONEY
TO MY

HUNGRY?
PAY UP AND

L UNLOCK 20 BUCKS

IN MY PAYPAL F
ACCOUNT T'LLBE

OR I'LL ONLY (| [BURNING THE
EREW TOAST IF YOU
DONT GET
ME SOME

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

EXCUSE Us
WHILE WE

HACKER #100
OR I'LL REVERSE
MY MOTOR AND
BLOW DIRT ALL
OMVER THIS
PLACE!

BUSY MINING
BITCOINS.

T'LL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE

PARTICIPATE
IN A DDOS
ATTACK.

SEND ME $25 OR
I’LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, T MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

I'M TURNING
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
ACCOUNT!

TRASH.

WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/




loT Attacks & Security

A Reviewed multiple noteworthy attacks that occurred
during the last few years
I Jeep, Mirai botnet, Brickerbot , etc.

A Demonstrated ease of performing an attack on an loT
device

A Performed a SWOT analysis on loT Security



Recon: Shodan Search

A The search engine for the Internet of Things

A Shodan crawls the entire Internet at least once a
month
A Number of filters such as: city, country, geo,

hOStname, net, 0S, pOrt, efc.
C% SHODAN



RTSP

A RTSP - Real Time Streaming Protocol

A Shodan Search

I port:"554"  country:"MT n
I EXxport results



Exploit: Cameradar

A Cameradar - An RTSP stream access tool that
comes with its library

A https://qithub.com/Ullaakut/cameradar



https://github.com/Ullaakut/cameradar

loT Hacks Wik

A https://www.exploitee.rs/

view source || history

main page || discussion

eOploitee.rs anPage

‘ Welcome to the Exploitee.rs Wiki

Check out the Exploitee.rs Blog & for current news and progress or the forum Exploitee.rs Forum &,

navigation
= Main page
= Recent changes
= Community Members
= Random page
» Help

links
= Exploitee.rs Online Store
= Exploitee.rs Forum
= Exploites.rs Blog
= Exploitee.rs Twitter

search
Search Exploitee. rs Go
Search
tools

= What links here
= Related changes
= Special pages

= Printanle version
= Permanent link

= Page information

Interact with the community:

Got a question? Come over to the forums forum Exploitee rs &8
Join us on our irc channel at irc.freenode.net #Exploiteers or at freenode webchat &

Follow us on twitter 4.

INTERNET OF THING S INTERNET OF THINGS (Cont) INTERNET OF THINGS (Cont) FIRST GENERATION GOOGLETV
BLU-RAY PLAYERS Netgear NTV200-100NAS voip Logitech Revue

- Sony BDP-$5100 « Netgear NTV200-100NAS Ooma Telo = Revue software root

= Sony BDP-85100 - = Ooma Telo = Logitech Revue UART root

= Revue forum &
LG Blu-Ray Boxee Box Medical = Info on Logitech Revue &

——m » LG BP350 = Boxee i

. LG BP530 SJM Merlin at Home Sony NSZ-GT1

Panasonic Blu-Ray
= DMP-BDT230
= DMP-BD&71
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Alarm.com v520IR
= Alarm com ADC-v520IR

DLink 936L
Q = DLink 936L

Roku Streaming Players
= Roku

Google Chromecast

= Google Chromecast
= Chromecast forum i@

Samsung Allshare Cast

= Samsung Allshare Cast

s 'b = SJM Merlin at Home:

Networking

Belkin N300
= Belkin N300

—

Google (TP-Link)
= Google OnHub (TP-Link)
= Google OnHub Forum &
Google (ASUS)

= Acne NnHih

»

= Sony NSZ-GT1 (Bluray
Player)
= NSZ-GT1 Forum &
Sony NSX-##GT1
= Sony NSX-40GT1 (Internet
™)
= NSX-40GT1 Forum &
Sony Generic
= Sony Bootloader HW Root
= Sony Unsigned Kernels (SW
Root)



https://www.exploitee.rs/

loT Security - Views

Inward Security

Focus on potential harms to the health,
safety, and privacy of device users and th
property stemming from compromised lo

devices and systems.

Outward Security

Focus on potential harms that compromis
devices and systems can inflict on the
Internet and other users.




What can be done & iIs being done?

A Discussed a number of real life case studies
related to common pitfall in 10T I and their
countermeasures

A Reviewed multiple Frameworks ensuring best
practices across the supply chain and discussed
possible regulations.



Using Weak or Broken Ciphers I Key Fob
Cloning Attack Example

A In 2017, researchers from
KU Leuven University in
Belgium were able to break
DST40, whichisa 40 -bit
cipher used in the early
Tesla Model S key fobs

A An attacker can unlock the
doors and start the car (and
drive away)

A Tesla has since patched the
iIssue




