The Evolution of Ransomware

Who is Kralanx Cyber Security?
We provide the strategy, workforce, and
cybersecurity to improve your business.
§

We are your strategic partner for all your technology
needs with a Best-in-Breed cost effective approach.

§

Our focus is on mid-size businesses where we add
value as a partner

AIDS Information – Introductory Diskettes

The Evolution of Malware
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What is Ransomware?
Ransomware is a type of malicious encryption
software that holds your information hostage until
you’ve paid the ‘ransom.’

HOW DID HACKERS GET ACCESS?
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6 in10
IT decision makers said their companies were
attacked in the last 12 months.
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Why is Ransomware so prevalent?
• This software can target any kind of business and can be
run by novice hackers
• It leverages the weakest link in cybersecurity – People
• Ransomware often utilizes social engineering to gain
access. An email from a supervisor marked important,
e-mail attachments, a phishing site or, smartphone text
messages
• The malware can quickly spread across your network
affecting significant parts of your infrastructure
• The prevalence of cryptocurrency has allowed hackers to
anonymously collect ransoms
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Ransomware & 2019
• According to Bitdefender, Ransomware attacks were up 74% in 2019
• Ransomware payments increased in 2019 and due to the quick earning potential, it has
become a preferred exploit for hackers. Another benefit for hackers is due to the fact that
the exploits are cheaper & quicker to execute
• The 3 most common attack vectors for Ransomware were 1.

RDP

2.

Email Phishing

3.

Software vulnerabilities

More than 60% of the Ransomware attacks were executed due to weak RDP
configurations & e-mail phishing.

SMS as a Threat Vector
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Who is at Risk?
• Everyone….
• Larger enterprises have realized the risk and have tried to take precautions
• Although companies like LabCorp, DCH Medical, Merck have been successfully attacked
• Smaller, typically less security savvy organizations are at a bigger risk
• They don’t have basic precautions in place
• They don’t budget for regular testing or, any testing at all
• The optimism bias leaves many in denial of the real threat
• They often think of themselves as inconsequential organizations not worth being held ransom

Hence, they’re an easier target for attackers

Wanna Cry in Action

Examples

Three hospitals from the DCH Health System were hit by a
ransomware attack on October 1, 2019. The attack forced
medical institutions to turn away non-critical patients while they
work to securely restore their affected IT systems.

Albany IT systems were infiltrated in late
March of 2019. Though mission-critical
systems were backed up Albany still
invested $300,000 and took 3 months
to to reach pre-breach productivity.
Over 500 schools have been hit with
ransomware this year. 15 schools
were closed in Arizona’s Flagstaff
and classes cancelled for two days
because of a ransomware attack in
September 2019.
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How do you guard against Ransomware
• The good news is that there are some ‘basic’ things that can be done to reduce the risk
of ransomware
• There are 3 broad categories that need to be managed
• People
• Policies
• Security infrastructure
• Focusing on these categories will not only help with ransomware but overall security
posture
• Its essential that you test your own readiness and don’t wait for an attack to find the
holes

People
• The largest ‘surface area’ for an attack is usually the people
• Most ransomware attacks come via a malicious website or email
• 27% of all untrained employees will click on a Phishing email!
• Training is essential
• How do you recognize a phishing email?
• What do you do when you get a phishing email?
• Other attack vectors and how to recognize them
• What should you do if you believe you have been infected?
• How you can use a public wifi securely

Policies
• Having security policies is essential to reduce your overall security risk
• You need to make sure they aren’t just documents but are being followed
• Create, follow and test the following:
• Patch management
• Back-up
• Access control
• Network segmentation

Security Infrastructure
• As part of your overall security posture you need to think about security
software/infrastructure. The good news is there are lots of different vendors at
different price points
• The security infrastructure should include
• Spam gateway
• End point protection
• Firewalls / Proxy servers
• Data Leakage Prevention
• Security monitoring

Steps to take if you get infected
• Isolate the infection
• Prevent the infection from spreading by terminating all connections to any shared
storage drive and to the network
• Identify the infection
• Determine what malware strain infected your asset
• Report to the appropriate authorities
• Inform your IT team, whatever compliance regulator you are adhering to e.g.
HIPAA, and the FBI
• Determine next steps
• Try to remove the ransomware
• Restore from back-up

Should you Pay?
• It depends…
• As a business you need to look at impact versus risk
• What is the impact to your business if you are down; even if you have good back-ups
• What is the risk that paying will ‘solve’ the problem
• Paying also tags you for more attacks in the future
• Conventional thinking dictates that organizations should never pay the ransom imposed after an attack
• The effect of paying the ransom is that it provides positive reinforcement to perpetrate more and “better”
attacks. And if the bad guys know that your organization was willing to pay up one time, there is a
chance that they’ll be back again.
• Though it goes against conventional theory, payment should be considered as a business option.
• As ransomware grinds on, daily business operations halt, and your organization will scramble to find
new ways to meet core functions, which puts stress on everyone. Even with backups, the process is
complicated. Many organizations are naïve to the scale of disruption and make too many assumptions
about what functionality will continue to exist after an attack.

Ransomware Readiness Assessment
COMMON CAUSES

We segment overall vulnerability into four classes and test the
posture of each to combat a ransomware attack

51%

Careless
Employees

Policies

45%

People

Ransomware
Protection

Ineffective
Anti-virus

Technology

Security

26%

Unpatched
equipment

19

People and Process
Process
• Assess your current patch management process
• Test back-up security
• Evaluate network segmentation
• Review password and active directory policies

People
• Run a phishing exercise to evaluate which employees have a higher
propensity of being targeted
• Create training material specific to your employee needs

Strengths

Opportunities

Weaknesses

Threats
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Security and Technology
Technology
• Review of current endpoint controls and configurations
• Anti-virus review after conducting a full scan to detect infection
• DLP Configuration
• Test endpoints against malware to measure effectiveness
• Identify machines most susceptible to exploitation

Security
• Review of internal and external perimeter controls and configurations
• External: Spam Gateway, Firewall, IPS/IDS, Security Monitoring
and External Vulnerability Scan
• Internal: Internal segmentation testing
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What to Expect
The Readiness Assessment Report consists of:
•

Executive Summary with overall risk rating

•

Threat Profile & Breach Indicators (if any) & currently infected endpoints

•

Current Ransomware Security Posture tested against our four classes of vulnerability

•

Result of attack simulation

•

A roadmap that outlines the necessary measures necessary to remediate the vulnerabilities we found
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