ATM Use Fraud
How do you know whether an ATM machine has been tampered?

Tug on the card reader and cash
dispenser to make sure that there
are no extra devices attached.

Look for tiny holes where cameras
could be watching.

Look at whether the green flashing
light below or above the card slot is
blocked by a false device.

If the ATM has not given you the
cash, stay beside the machine and
call your bank’s call centre and
immediately terminate your card.

Look for false fronts – such as
overcard and money slots, keypad
or, worse, the entire ATM machine.

Look for mismatched key colours.

Check whether the bank’s signage is
correctly spelt.

If the ATM has not given you the cash
and you cannot, for some reason, get
through to your bank’s call centre,
record the exact date, time and ATM
location and take a number of photos.
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If you are using a stand-alone ATM
at a store or shopping centre alert an
employee at once.
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ATM Use Fraud
In using an ATM minimise the likelihood of being scammed by following
these steps:

Think about your personal safety
when using an ATM.

Be aware of your surroundings when
withdrawing funds.

When typing in your PIN, cover the
keypad so others cannot see.

Put your money and ATM card away
before you leave the ATM. Always
avoid showing your cash.

When you are by yourself, avoid using
an ATM in out-of-the-way or deserted
areas.

If a suspicious person offers to help
you use the ATM, refuse and leave.

After completing your transaction,
remember to remove your card, cash
and any printed documents such as
receipts or statements.

Always verify that the amount you
withdrew or deposited matches the
amount printed on your receipt.
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