ComputerService
ServiceFraud
Fraud
Computer
Scammers use many different tactics to trick you. Spotting these tactics
will help you avoid falling for the scam.
These include:

Phone Calls
Cancel

A Computer Service or Tech Support scammer may call and pretend to be a computer technician from
a well known technology company, such as Microsoft or Apple. The alleged tech support
representative falsely claims that your computer is infected with a virus.

Action:

This may include
Cancel

If someone claiming to be a
representative calls you, hang up.
Microsoft, Apple and all other brands
do not initiate contact via phone or
email messages to fix your computer
issues. None of these firms include
phone numbers on their error and
warning messages. Put down the
phone!

Never allow anyone to remotely access your
computer unless this is from your office IT
support.
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Computer Service Fraud
Pop-up
Warnings on
Your PC
Cancel

Scammers may try to lure you with a pop-up window that
appears on your computer screen. It might look like an error
message from your operating system or antivirus software, and
it might use logos from trusted companies or websites.

Action:

This may include
Cancel

Installing software like Adblock that
blocks pop-ups at the first instance.

You may come across pop-ups that
will not go away, pages that infinitely
reload, and ads that crash your
browser altogether. Force-quitting
the browser app is usually enough to
get around this type of scam.

Do not click on any pop-up that tells
you to install software to remedy an
issue as this is trying to infect your
system or steal money from you. This
is a common tactic a scammer uses
to install fleeceware on unsuspecting
victims.
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Getting rid of a fake virus alert message by
shutting down your browser. On Microsoft
you can do this on a Windows PC by pressing
Control-Alt-Delete and bringing up the Task
Manager. On a Mac, press the Option,
Command and Esc (Escape) keys, or use
the Force Quit command from the Apple
menu.

Always have an antivirus program
installed on your computer and use
the antivirus software to regularly
scan your computer for malware. Run
a scan immediately after getting a
scam pop-up.

Do not call the number in a popup
alert. Real warnings from your
operating system or antivirus program will
not ask you to call anyone for support.

Make sure you download security
software from official vendors
only.

