Lottery and
Prize Scams
Computer
Service
Fraud
Unexpected prize and lottery scams work by asking you to pay some sort of fee to claim your prize
or winnings from a competition or lottery you never entered.
To win any lottery game,
you must have bought a
ticket for the correct draw
date and you must match
the winning numbers
exactly on your ticket.

If you have not
entered a lottery,
raffle, competition,
etc., then you cannot
win it!

No legitimate lottery
randomly selects email
addresses or mobile phone
numbers to win prizes.

Legitimate lotteries will not
approach you asking you to
claim a prize. You may receive an
email advising you of a win and
instructing you to check your
online account, but it is for you
to approach the lottery company to claim any prize that you
are due.
Legitimate lotteries do not ask for
upfront payment or fees to process
your win.
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Lottery and Prize Scams
How to identify the scam:

21

€1 000 000

One Million Euros

The message will claim to
be from a legitimate
company, but the email
address will be a free
webmail address like
Hotmail.com or
Gmail.com.

It may not refer to you by
name, but as “Dear Winner”
or something similar but
vague.

They will give you a
strict time limit to claim
the prize and a
confidentiality clause to
pressure you
into parting with your
money or bank details.
Also designed to act on
your psychology.

Action you may take:
Ignore it.

Do not deposit supposed
winnings that come in the
form of a partial-payment
cheque – this will bounce.
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If you receive a call, check the
number– if it is +4470, it is a
Personal Redirect Number, used from
anywhere in the world, or area codes
such as 876 (Jamaica) or 809
(Dominican Republic). No legitimate
lottery uses this sort of phone
number. Do not answer the phone.

