Computer
Service
Fraud
Facebook
Scam
If you have a Facebook or other social media account, then you are also at risk of being scammed.
Over the years, several scams have popped up on Facebook and other social networks.
If you are not already familiar with them,
some of the most common scams are
presented below so that you can protect
yourself.

Duplicating accounts:

One way in which scammers trick Facebook
users is by imitating the email template from
Facebook, which makes it look like you have
an official message. Once you click through
the email to Facebook and enter login
information, the phishers can duplicate your
account, hold it for ransom, or begin asking
your friends for money or information.

Viral video:

Viral videos are extremely popular on
social media pages, especially if they
are funny, shocking, or scandalous.
However, since they are irresistible to
many, they are also the perfect bait
for scammers. When you click on one
of these videos that are part of a
scam, you may be asked to update
your video player, and, when you do,
it downloads and installs a virus onto
your system.

Links / Click Jacking:

Fake news, free giveaways, etc. can be
delivery methods for malware. Just like
email scams, these leverage stories, news or
offers that catch your attention. The point is
to have you click on a link or share
something that propagates malware.

Free coupons:

Burglary:

Criminals also use Facebook to
determine if a potential victim is at
home or not. Publicly sharing
information about vacations and other
times when you are away from your
home is exactly what burglars are
looking for.

You have probably seen this many times. You
are promised free coupons at large retailers
worth more than usual, or coupons for a free
vacation. All you need to do is use your
Facebook login on a site, and you will get a
free vacation – or your social media identity
will belong to someone else without the
vacation.
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Facebook Scam
This is what you should look for:
People who you do not
know in person asking
you for money.

People asking you to send
them money or gift cards to
receive a loan, prize or other
winnings.

People representing large
companies, organizations or
public figures that are not
verified.

People asking you to pay a fee
in order to apply for a job.

People asking you to move your
conversation off Facebook to a
less public or less secure
setting, such as a separate
email.

People claiming to be a friend
or relative in an emergency.

Action you should take:
Never send money to a love
interest you have not met in
person.

Before you buy, on the basis
of an ad or post, check out the
company. Type its name in a
search engine with words like
“scam” or “complaint.”
If you get a message from a friend
about a way to get some financial
relief, call them. Did they forward
it to you? If not, tell them their
account may have been hacked. If
so, check it out before you act.
Do not make it easy for scammers
to target you – check your social
media privacy settings to limit
what you share publicly.
Be wary of what you
click on.
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Before paying into an
“opportunity” to earn money,
check out:
www.mfsa.mt/news/warnings/MF
SA-Warnings/.
Consider what pictures you post
on your Facebook account. You
may be presenting information
that makes it worth a scammer or
a criminal to place you in his/her
sights.

