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The rapid increase in subscribers of streaming services such as Netflix and Disney+ has rendered
the streaming market an attractive target to scammers.
And so ... you are browsing through the Internet and you come
across a streaming platform. It looks just like other major
streaming platforms, even if the web address and logo look a
little different from Netflix or Disney+. It says you can stream
all the latest shows and films, and even offers a free five-day
trial. What could go wrong? Right?
Wrong! You sign up, only to find no videos are loaded and you
have a hefty bill in your email inbox! You have been scammed!
Action that you may take includes:

If you have been routed to a popular
mainstream streaming service such
as Netflix, Disney+, etc., before you
take any action make sure that you are
dealing with a legitimate site of the
promoted provider. Research the site
well.

If the request for
payment is done
through a third
party vendor site,
rather than through the
site itself, click out of
the site.

If you are approached through an email, for
example the streaming provider asks you to
update your payment or other information,
check the email headers – the ‘From’, ‘To’ and
‘Subject’ lines. If the URLs are long and
(probably) do not include the name of the
service provider, this will be a scam.
Illegal file-sharers and malicious
scammers do not put a lot of
effort into designing their sites.
Compared to a legitimate business site,
spoofed or fake websites contain easy-tospot errors, such as grammatical and spelling
mistakes. Graphics are missing,
unprofessional, or totally out of context with
the rest of the material. Fonts are
inconsistent or unreadable.
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Free Streaming Site Scams

This is an example of the home page of a
streaming scam website

Another sign of an illegitimate website are the ads –
not just an occasional embedded advertisement but
intrusive and persistent pop-up ads, banners and
even malware warnings will show up constantly.
Since these sites do not make money using
subscription services, they use online advertising
to gain revenue.

Beware of the never-ending link.
Once you have found the content you want to
watch, you then click the movie title or graphic. The site directs
you to another page with another link. You click the movie title
again. You are directed again, to yet another page filled with
more links to the same movie title, but you never end up
accessing the content.
The purpose of this scheme is to try to trick users
into sharing personal information or generate
revenue by clicking ads.

Legitimate streaming companies usually
charge a small subscription fee for
accessing their content. If a website claims
to have all content free, beware. It could
be a scam, or just a site illegally streaming
pirated content, which is equally as bad.
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