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Small businesses are more vulnerable to scams than larger
enterprises. This is because small businesses are less likely to have
the cyber security support or established accounting processes of
larger companies. There are various ways in which a small business
can be scammed. The following are examples of some of the more
common scams:
Fake invoices: Scammers create phony invoices that look like they are for products or services
your business uses, maybe office or cleaning supplies or domain name registrations. Scammers
hope the person who pays your bills will assume the invoices are for things the company
ordered. Scammers know that when the invoice is for something critical, like keeping your
website up and running, you could pay first and ask questions later. A variant of this is scammers posing as legitimate suppliers who advise changes to existing payment arrangements.
The fraud may not be detected until it is too late – when the business is alerted by complaints
from suppliers that payments were not received.

IT Support: For example, an alarming pop-up message pretending to be from a well-known
company, telling you there is a problem with your computer security. Their goal is to get your
money or access to your computer, or both. They may ask you to pay them to fix a problem you
do not really have or to enrol your business in a non-existent or useless computer maintenance
programme. They may even access sensitive data like passwords, customer records, or credit
card information.

Payment fraud: The intention is to get you to transfer money to a bank account operated by
the scammer. An example is the receipt of an email asking you to make a payment or to
transfer funds for an ongoing or new business transaction. The payment request is marked as
urgent, and pressure is applied to make the payment as soon as possible.

Ransomware or Social Re-engineering: Your employees are tricked into giving up confidential
or sensitive information, such as passwords or bank information. It often starts with a
phishing email, social media contact, or a call that seems to come from a trusted source, such
as a supervisor or other senior employee, but creates urgency or fear. Scammers tell
employees to wire money or provide access to sensitive company information. Other emails
may look like routine password update requests or other automated messages but are
attempts to steal your information. Scammers can also use malware to lock organizations’ files
and hold them for ransom.

Website Domain Name: If you have your own website sites, you may receive an unsolicited
letter warning you that your Internet domain name is due to expire and must be renewed, or
offering you a new domain name like their current one. If you have registered a domain name,
be sure to carefully check any domain name renewal notices or invoices that you receive. While
the notice could be genuine, it could also be from another company trying to sign you up, or it
could be from a scammer.
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Small business fraud
Action you may wish to take:

Your best defence is an informed
workforce. Explain to your staff how
scams happen.

Encourage people to talk with their
co-workers if they spot a scam. Scammers
often target multiple people in an
organisation, so an alert from one
employee about a scam can help prevent
others from being deceived.

Pay attention to how someone asks you to
pay. Tell your staff to do the same. If you are
asked to pay with a wire transfer, reloadable
card, or gift card, you can bet it is a scam.
Similarly, if the email directs you to change
bank details on an account or a one-off
payment, check whether you are dealing with
a legitimate business.

If a caller claims that you ordered or
authorised something, tell the person
to desist in contacting you, or
otherwise you will escalate the matter.

Send an e-mail to the seller to
make sure the e-mail address is
active. Be wary of those who
utilize free e-mail services where
a credit card was not required to
open the account.
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Make sure procedures for
approving invoices or
expenditures are clear. Review
your procedures to make sure
major spending cannot be
triggered by an unexpected call,
email, or invoice.

Obtain a physical address, rather
than simply a post office box,
and a telephone number and
call the seller to see if the
telephone number is correct and
working.

Consider not purchasing from sellers
who will not provide you with this type
of information.

